
Privacy and Security Agreement

This Privacy and Security Agreement (“Agreement”), made as of ___________, 2011 (“Effective Date”) by and between the Trustees of Columbia University in the City of New York, a New York non-profit corporation, on behalf of its Department of ____________ (“Researcher”) and [name of Data Center] (“Data Center”).

Whereas, [describe nature of relationship, data and source of data]

Whereas, all parties recognize the sensitive nature of the Sensitive Information and desire to maintain the confidentiality, privacy and security of the Sensitive Information in compliance with the provisions of this Agreement.  

Now, therefore, in consideration of the mutual covenants contained in this Agreement, the parties agree as follows:

1.
Definitions. 

a.
“Breach” shall mean the acquisition, access, use or disclosure of Sensitive Information in a manner not permitted by this Agreement.
b.
“Sensitive Information” means any social security number relating to a research subject that is disclosed by Researcher to Data Center, regardless of the format in which the information is used and/or disclosed (oral, written, electronic or other media).

2.
Sensitive Information.

Data Center hereby represents and warrants to Researcher that Data Center shall comply with the following:

a.
use and disclose the Sensitive Information solely as necessary to [describe what services are provided by data center] (“Services”) and not use or further disclose any Sensitive Information for any other purpose whatsoever;

b.
not use or further disclose any Sensitive Information in a manner that would violate this Agreement or any privacy, confidentiality or information security laws or regulations, to which Data Center is subject;

c.
at all times maintain and use appropriate physical, technical and administrative safeguards to prevent use or disclosure of any Sensitive Information other than as expressly set forth in this Agreement, including but not limited to those requirements set forth in Exhibit A “Security”;

d.
report to Researcher within 48 hours following its discovery of any use or disclosure of any Sensitive Information of which it becomes aware that is not expressly permitted by this Agreement. The notification shall include, to the extent possible, and shall be supplemented on an ongoing basis with: (i) the identifier for all individuals whose Sensitive Information was or is believed to have been involved, (ii) all other information reasonably requested by Researcher to enable Researcher to perform and document a risk assessment, and (iii) all other information reasonably necessary to provide notice to individuals or governmental entities.  Notwithstanding the foregoing, in Researcher’s sole discretion and in accordance with its directions, Data Center shall conduct, or pay the costs of conducting, an investigation of any incident required to be reported under this Section 2 (d), and shall provide and/or pay the costs of providing, any required notices as set forth in this Section 2 (d).
e.
ensure that any subcontractor or agent to whom it provides any Sensitive Information agrees in writing to the same conditions and restrictions that apply to Data Center with regard to the Sensitive Information under this Agreement;

f.
make its internal practices, books and records relating to the use and disclosure of Sensitive Information available for review or audit by Researcher and any legally authorized regulatory agency or its designee, with prior notice, during regular business hours and at Researcher’s expense, for purposes of determining compliance with this section and applicable laws regarding the Sensitive Information;

g.
return or destroy all Sensitive Information, and retain no copies of Sensitive Information in any form whatsoever upon the termination of this Agreement, unless required by law to retain. 

h.
this Section 2 survives termination of this Agreement until Data Center has returned or destroyed all Sensitive Information.

3.
Security Management



a.
Data Center Security Contact.  Data Center shall provide a security representative as the single point of contact for Researcher on all security issues, who shall be responsible for overseeing compliance with this Exhibit.



b.
Policies and Procedures.  Data Center shall maintain written security management policies and procedures to prevent, detect, contain, and correct violations of measures taken to protect the confidentiality, integrity, availability, or security of the Sensitive Information.  Such policies and procedures shall (i) assign specific data security responsibilities and accountabilities to specific individual(s); (ii) include a formal risk management program which includes periodic risk assessments; and (iii) provide an adequate framework of controls that safeguard the Sensitive Information.



c.
Infrastructure Protection.  Data Center shall maintain industry standard procedures to protect the Sensitive Information, including, at a minimum:



(i)
Formal security programs (policies, standards, processes, etc.);



(ii)
Processes for becoming aware of, and maintaining, security patches and fixes;



(iii)
Router filters, firewalls, and other mechanisms to restrict access to the Data Center systems, including without limitation, all local site networks which may be accessed via the Internet (whether or not such sites transmit information);  



(iv)
Resources used for mobile access to Data Center systems shall be protected against attack and penetration through the use of firewalls; and 



(v)
Processes to prevent, detect, and eradicate malicious code (e.g., viruses, etc.) and to notify Researcher of instances of malicious code detected on Data Center systems or affecting Sensitive Information.

4.
Risk Management



a.
General Requirements.  Data Center shall maintain appropriate safeguards and controls and exercise due diligence to protect Sensitive Information against unauthorized access, use, and/or disclosure, considering all of the below factors.  In the event of any conflict or inconsistency, Data Center shall protect the Sensitive Information in accordance with the highest applicable requirement:



(i)
Federal, state, legal and regulatory requirements;



(ii)
Information technology and healthcare industry best practices;



(iii)
Sensitivity of the data; and



(iv)
Relative level and severity of risk of harm should the integrity, confidentiality, availability or security of the data be compromised, as determined by Data Center as part of an overall risk management program.



b.
Security Evaluations.  Data Center shall periodically (no less than annually) evaluate its processes and systems to ensure continued compliance with obligations imposed by law, regulation or contract with respect to the confidentiality, integrity, availability, and security of Sensitive Information.  Data Center shall document the results of these evaluations and any remediation activities taken in response to such evaluations, and make available a copy to Researcher upon request.



c..
Internal Records.  Data Center shall maintain mechanisms to capture, record, and examine information relevant to security incidents and other security-related events.  In response to such events, Data Center shall take appropriate action to address and remediate identified vulnerabilities to Data Center systems.



d
Data Center Locations.  For any location(s) outside of the 50 United States (“Offshore Locations”), where Data Center performs work related to the Sensitive Information, Data Center also agrees to conduct either a SAS70 Type II Audit, a BS-7799 certification, or an ISO27001 certification at all Offshore Locations from which work is performed by Data Center related to the Agreement  and will make available the resulting audit reports to Researcher upon request.  The audits or certifications will be conducted once annually, and each report will cover a twelve month term.   

5.
Personnel Security



a.
Access to Sensitive Information.  Data Center shall require its employees, contractors and agents who have, or may be expected to have, access to Sensitive Information to comply with the provisions of the Agreement, including this Exhibit and any confidentiality agreement(s) binding upon Data Center.  Data Center will remain responsible for any breach of this Exhibit by its employees, contractors, and agents.  



b.
Security Awareness.  Data Center shall ensure that its employees and contractors remain aware of industry standard security practices, and their responsibilities for protecting the Sensitive Information.  This shall include, but not be limited to:



(i)
Protection against malicious software (such as viruses);



(ii)
Appropriate password protection and password management practices; and



(iii)
Appropriate use of workstations and computer system accounts.



c.
Sanction Policy.  Data Center shall maintain a sanction policy to address violations of Data Center’s internal security requirements or security requirements which are imposed on Data Center by law, regulation, or contract.



d.
Supervision of Workforce.  Data Center shall maintain processes for authorizing and supervising its employees, temporary employees, and independent contractors and for monitoring access to the Sensitive Information.



e.
Background Checks.  Data Center shall maintain processes to determine whether a prospective member of Data Center’s workforce is sufficiently trustworthy to work in an environment which contains Sensitive Information.

6.


Physical Security.  Data Center shall maintain appropriate physical security controls (including facility and environmental controls) to prevent unauthorized physical access to Data Center facilities and areas in which Sensitive Information is stored or processed.  Where practicable, this obligation shall include controls to physically protect hardware (e.g., lockdown devices).  Data Center shall adopt and implement a written facility security plan which documents such controls and the policies and procedures through which such controls will be maintained.  Data Center shall maintain appropriate records of maintenance performed on Data Center systems and on the physical control mechanisms used to secure Data Center systems.  

7.


Communication Security



a.
Exchange of Sensitive Information.  The parties agree to utilize a secure method of transmission when transmitting or exchanging Sensitive Information electronically.  



b.
Encryption.  Data Center shall maintain encryption, in accordance with standards mutually agreed upon between the parties, for all transmission of Sensitive Information via public networks (e.g., the Internet).  Such transmissions include, but are not limited to: 



(i)
Sessions between web browsers and web servers;



(ii)
Email containing Sensitive Information (including passwords); and



(iii)
Transfer of files via the Internet (e.g., FTP).



c.
Protection of Storage Media.  Data Center shall ensure that storage media containing Sensitive Information is properly sanitized of all Sensitive Information or is destroyed prior to disposal or re-use for non-Data Center processing.  All media on which Sensitive Information is stored shall be protected against unauthorized access or modification.  Data Center shall maintain reasonable and appropriate processes and mechanisms to maintain accountability and tracking of the receipt, removal and transfer of storage media used for Data Center processing or on which Sensitive Information has been stored.



d.
Data Integrity.  Data Center shall maintain processes to prevent unauthorized or inappropriate modification of Sensitive Information, for both data in transit and data at rest.

8.


Access Control



a.
Identification and Authentication.  All access to any Sensitive Information shall be Identified and Authenticated as defined in this Section.  “Identification” refers to processes which establish the identity of the person or entity requesting access to Sensitive Information and/or Data Center systems.  “Authentication” refers to processes which validate the purported identity of the requestor.  For access to Sensitive Information or Data Center systems, Data Center shall require Authentication by the use of an individual, unique user ID and an individual password or other appropriate Authentication technique.  Data Center shall obtain written approval from Researcher prior to using digital certificates as part of Data Center’s Identification or Authorization processes.  Data Center shall maintain procedures to ensure the protection, integrity, and soundness of all passwords created by Data Center and/or used by Data Center in connection with the Agreement. 



b.
Account Administration.  Data Center shall maintain appropriate processes for requesting, approving, and administering accounts and access privileges for Data Center systems and Sensitive Information.  These processes shall include procedures for granting and revoking emergency access.  



c.
Access Control.  Data Center shall maintain appropriate access control mechanisms to prevent all access to Sensitive Information and/or Data Center systems, except by Data Center personnel who have a “need to access” to perform a particular function in support of Data Center Services.  The access and privileges granted shall be limited to the minimum necessary to perform the assigned functions.
 Data Center shall maintain appropriate mechanisms and processes for detecting, recording, analyzing, and resolving unauthorized attempts to access Sensitive Information or Data Center systems.  



d.
Remote Access Audit Controls.  If Researcher Data Center personnel provide Services remotely, the following audit controls shall apply:



(i)
Data Center shall monitor remote or at home users on a periodic basis, which shall include both quarterly onsite audits and a summary report on findings and remediation efforts.  



(ii)
Data Center shall follow the additional confidentiality obligations:  

(a)
Data Center will not remove any Sensitive Information from Data Center location(s).

(b)
Data Center shall inventory any Sensitive Information obtained by Data Center and shall return or destroy Sensitive Information as required by Researcher.  If requested by Researcher, Data Center shall provide a certificate of secure destruction.

(c)
Data Center will prohibit the storage of Sensitive Information on any device other than the secure Data Center server, including but not limited to thumb drives, PCs, handheld devices, mobile phones, or other devices.

(d)
Data Center will maintain written security management policies and procedures regarding secure possession of Sensitive Information when traveling and utilizing Sensitive Information in public environments.

9.


Business Continuity Management. Data Center will, at its sole expense, establish and maintain (i) written business continuity plans for the Services and supporting facilities and (ii) written disaster recovery plans for critical technology and systems infrastructure and (iii) proper risk controls (collectively, the “Contingency Plans”) to enable continued performance under this Agreement in the event of a disaster or other unexpected break in Services.  Data Center will update and test the operability of any applicable Contingency Plan at least annually, and will maintain each such plan upon the occurrence of a disaster event.  As used herein, a disaster is defined as an unanticipated incident or event, including, without limitation, force majeure events, technological accidents, or human-caused events, that may causes a material service or critical application to be unavailable without any reasonable prediction for resumption, or that causes data loss, property damage or other business interruption without any reasonable prediction for recovery, within a commercially reasonable time period.  

10.


Third Party Data Managers.  In the event that Data Center uses, or sub-contracts with, third parties (“Data Storage/Management Vendors”) to store or manage Sensitive Information in connection with the Services, Data Center (a) shall ensure that each such Data Storage/Management Vendor has the same or comparable protections and systems in place as are required of Data Center pursuant to this Agreement; and (b) shall require each such Data Storage/Management Vendor to enter into a written agreement (i) imposing on such Data Storage/Management Vendor the same conditions and restrictions that apply to Data Center with regard to the Sensitive Information under this Agreement; and (ii) expressly obligating such Data Storage/Management Vendor to have the same or comparable protections and systems in place as are required of Data Center pursuant to this Agreement; and (iii) providing that Researcher shall be a third party beneficiary of such agreement with the right to enforce the Data Storage/Management Vendor’s obligations thereunder.  Notwithstanding any such agreement or arrangement with any such Data Storage/Management Vendor, Data Center acknowledges and agrees that it remains fully responsible to Researcher for the security of Sensitive Information, as set forth in this Agreement.

11.

Compliance; Remedies.  Data Center shall comply with Researcher’s reasonable periodic requests for information confirming Data Center’s compliance with its obligations under this Agreement, including but not limited to those obligations set forth in Sections 2 through 10 .  Because of the difficulties in placing monetary value on the information comprising or contained in the Sensitive Information, in the event of any breach or threatened breach of this Agreement, Researcher shall, in addition to other remedies at law or in equity that may be available, be entitled to seek specific performance and injunctive relief as remedies for any such breach or threatened breached by Data Center.  Such remedy shall not be the exclusive remedy for any breach of this Agreement, but shall be in addition to all other rights and remedies available at law or in equity.  Data Center expressly acknowledges that Data Center shall be responsible for any violations of the provisions of this Agreement by any employee, agent, subcontractor, or other representative.  This section 11 survives termination of this Agreement.

12.

No License Granted.  As between the parties, all Sensitive Information shall be and remain the exclusive property of Researcher.  Data Center recognizes and agrees that nothing contained in this Agreement will be construed as granting any rights, by license or otherwise, to any Sensitive Information, except as provided in this Agreement.

13.

Entire agreement; Effect of Agreement. This Agreement  contains the entire understanding between and among the parties with respect to the subject matter of this Agreement and supersedes any prior understandings, agreements or representations, written or oral, relating to the subject matter of this Agreement. 
14.

Signatures and counterparts.  This Agreement shall be effective only when signed by all parties.  This Agreement may be executed in separate counterparts, each of which shall be an original and all of which taken together shall constitute one and the same agreement, and either party to this Agreement may execute this Agreement by signing any such counterpart.

15.

Third-Party Benefit.  Nothing in this Agreement, express or implied, is intended to confer upon any other person other than the parties any rights, remedies, obligations or liabilities of any nature whatsoever.

	[Researcher].
	[Name of Data Center]

	(Signature)
	(Signature)

	(Name Printed)
	(Name Printed)

	(Title)
	(Title)
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